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Shadow Al Audit: evidence pack

Scope: Example Industries (sample data). Al tools observed in the supplied network export, matched against our
live register of 20,399 classified Al tool domains.

Export format: csv. Lines read: 4,400. Distinct hostnames: 163. Generated: 2026-09-19 09:20.

37 5 15 2 32

Al tools found high-risk tools train on user data abusive-purpose tools not on the sanctioned list

5 28 4

to block under the General business profile allow only with controls allowed as is

Policy profile applied: General business. Under this profile 5 of the 37 tools found would be blocked, 28 allowed only with
controls (enterprise tier, SSO, no-training terms, logging) and 4 allowed as is. The profile is a starting point to review before

deployment.

Findings at a glance

Measure Count Meaning

Al-native tools 29 Products whose core function is Al (assistants, generators, agents).
Al-enabled platforms 8 Sanctioned-looking SaasS that now carries Al features.
High-risk tools 5 Highest combined risk rating in the register.
Medium-risk tools 21 Elevated risk rating; allow only with controls.

High data-sovereignty exposure 2 Data handled under jurisdictions flagged high.
Abusive-purpose tools 2 Deepfake, nudify, NSFW or uncensored generation.
Trains on user data by default 5 Consumer tier trains unless the vendor states otherwise.
Trains unless opted out 10 A switch exists; past prompts may already be used.
Training terms not stated 16 Vendor terms do not answer the question.

Endpoints or users seen 14 Distinct sources that reached at least one Al tool.

Tools by category

Category Tools
Text & Language 8
Image & Visual 6
Code & Development 5
Agents & Automation 4
Search, Knowledge & Docs 3
Audio, Voice & Music 3
Video & Animation 3
Productivity & Collab 2

Generated 2026-09-19 09:20 | page 1



Shadow Al Audit | Example Industries (sample data)

Category Tools

Models & Infrastructure
Data & Analytics

Education & Learning

Al tools observed

Domain

Category

Training on user data

1
1

Policy verdict

Sanct.

Hits

shadowaitools.com

chatgpt.com
github.com
grammarly.com
claude.ai
notion.so
canva.com
perplexity.ai
gemini.google.com
deepl.com
midjourney.com
cursor.com
quillbot.com
otter.ai
zapier.com
leonardo.ai
remove.bg
character.ai
elevenlabs.io
replit.com
huggingface.co
writesonic.com
codeium.com
make.com
runwayml.com
craiyon.com
n8n.io
deepseek.com
julius.ai
suno.com
manus.im
heygen.com

seaart.ai

Text & Language
Code & Development
Productivity & Collab
Text & Language
Search, Knowledge &
Productivity & Collab
Search, Knowledge &
Text & Language
Text & Language
Image & Visual

Code & Development
Text & Language
Audio, Voice & Music
Agents & Automation
Image & Visual
Image & Visual

Text & Language
Audio, Voice & Music
Code & Development
Models & Infrastructu
Text & Language
Code & Development
Agents & Automation
Video & Animation
Image & Visual
Agents & Automation
Text & Language
Data & Analytics
Audio, Voice & Music
Agents & Automation
Video & Animation

Image & Visual

medium
low
low
low
low
low
medium
medium
low
medium
medium
medium
medium
low
medium
low
high
medium
medium
medium
medium
medium
low
medium
medium
low
high
medium
medium
high
medium

high

Trains unless opted out
Does not train

Trains unless opted out
Does not train

Does not train

Trains unless opted out
Trains unless opted out
Trains unless opted out
Trains unless opted out
Not stated

Trains unless opted out
Not stated

Trains unless opted out
Not stated

Trains by default

Not stated

Trains by default
Trains unless opted out
Not stated

Does not train

Trains by default

Does not train

Not stated

Trains by default

Not stated

Not stated

Trains unless opted out
Not stated

Not stated

Not stated

Not stated

Not stated
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Allow with controls
Allow

Allow with controls
Allow

Allow

Allow with controls
Allow with controls
Allow with controls
Allow with controls
Allow with controls
Allow with controls
Allow with controls
Allow with controls
Allow with controls
Allow with controls
Allow with controls
Block

Allow with controls
Allow with controls
Allow with controls
Allow with controls
Allow with controls
Allow with controls
Allow with controls
Allow with controls
Allow with controls
Block

Allow with controls
Allow with controls
Block

Allow with controls

Block
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no
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no

no

412
203
178
168
154
143
132
117
96
88
76
64
61
59
54
47
41
38
33
29
28
26
24
22
21
19
18
16
15
14
13
12

19
14

16

13

12

12

11

W N W W W W w0 W 0 oo N

NN



Shadow Al Audit | Example Industries (sample data) shadowaitools.com

Domain Category Training on user data  Policy verdict Sanct. Hits Users
tabnine.com Code & Development  low Does not train Allow no 11 2
brainly.com Education & Learning medium  Not stated Allow with controls no 11 2
deepswap.ai Image & Visual high Trains by default Block no 9 1
you.com Search, Knowledge & medium  Not stated Allow with controls no 9 1
opus.pro Video & Animation medium  Not stated Allow with controls  no 8 1

Endpoints and users reaching Al tools

Source Tools Hits Most used

SALES\b.moreau 15 371 chatgpt.com, grammarly.com, canva.com, perplexity.ai
ENG\.lindgvist 13 344 github.com, cursor.com, chatgpt.com, claude.ai
MKT\a.okonkwo 11 298 canva.com, chatgpt.com, midjourney.com, writesonic.com
ENG\d.szabo 9 251 github.com, chatgpt.com, replit.com, huggingface.co
FIN\g.brunner 8 226 chatgpt.com, notion.so, deepl.com, julius.ai
HR\f.laurent 8 209 chatgpt.com, grammarly.com, deepl.com, otter.ai
SALES\c.van.dijk 7 195 grammarly.com, chatgpt.com, otter.ai, notion.so
MKT\m.ferreira 7 182 canva.com, leonardo.ai, heygen.com, suno.com
ENG\n.acar 6 164 github.com, codeium.com, chatgpt.com, deepseek.com
OPS\k.jensen 6 148 zapier.com, make.com, n8n.io, chatgpt.com
SUP\r.petrov 5 133 chatgpt.com, grammarly.com, quillbot.com, you.com
FIN\s.molnar 4 101 chatgpt.com, notion.so, perplexity.ai, deepl.com
MKT\l.duarte 4 87 midjourney.com, runwayml.com, craiyon.com, Opus.pro
EXT\10.24.8.117 3 44 character.ai, seaart.ai, deepswap.ai

Control evidence statement

This report is generated from the organisation's own DNS, proxy or firewall export, matched against our register
of classified Al tool domains. Each matched domain carries its category, risk rating, data-sovereignty flag,
abusive-purpose flag and the vendor's stated position on training with user data, with the date the vendor terms
were last checked. It can be filed as the Al-usage control inventory for an audit period together with the
enforcement configuration derived from it.

The uploaded export was processed in memory and discarded. Only this report is retained, for 90 days, in the account that
produced it.

Run this on your own logs

The free preview runs on any export in minutes and needs only an email address. The full Audit Report is a
one-time purchase from $99, with no subscription.

www.shadowaitools.com/shadow-audit.php
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